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Abstract 

Data transmission using insecure network need to be secure by using various methods. There are various cryptographic 

techniques are available to ensure data transmission very secure. In  this paper we will try to increase the data security by 

modifying the RSA encryption algorithm using a pair of even numbers in the combination of private key and public key by 

using this the factorization and complexity of variables are increased. This new technique helps to provide max data security 

over the network. Our proposed scheme where we use even numbers in RSA encryption algorithm provides more efficiency 

and reliability and also increases the level of data security over the network. 
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Introduction 

In traditional communication systems, securing the tract meant 

securing the information. With the arrival of network and 

development in packet switching techniques, securing the tract 

are neither probabilistic nor effective. This increases the 

ponderability of Cryptography. The cryptography involves 

creating written or generated codes that allow information to be 

kept secure. In a cryptography the information is converted into 

unreadable format which is called ciphertext or cyphertext 

which is cannot be understand by unauthorized user only a 

person who having a key can able to decode the information 

into original format which is called plaintext.
1
 RSA encryption 

algorithm is public-key cryptography and is considered as one 

of the great handsel in the field of public key cryptography. It is 

suitable for both decryption and encryption. The RSA is more 

secure from multiple attacks, But the fault of the RSA are low 

speed, request for key deposit, and unsuited for global system.
2
 

The RSA algorithm was developed by Rivest, Adi Shamir and 

Leonard in 1978
3
. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure-1: Cryptography. 
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Purpose of Cryptography 

The main purpose of cryptography is to secure data or 

information from cyber crimes. Cryptography has numbers of 

security features that’s why is it is widely used today. Following 

are some goals of cryptography
4
. i. Authentication: This is a 

process of proving identity. In this we verify the message 

security. Authentication is of two types Peer entity 

authentication and Data origin authentication. ii. Privacy: 

Privacy means protection against unauthorized manifestation of 

information. It may be applied to whole message. Privacy 

provides the conservancy of transmitted data from dormant 

attacks. iii. Integrity: It assures the receiver that the received 

original message which has not been exchanged. iv. Non-

repudiation: Sender or receiver cannot deny for a transmitted 

message. When a message is sent, the receiver can verify that 

the sender in fact sent the message.  

 

Basic Terminology of Cryptography
5
 

Plaintext: The original information which is used into the 

algorithm as input. 

 

Encryption algorithm: Process where we change plaintext into 

cipher text. 

 

Cipher text: Cipher text is the encrypted form the message 

depends on the key and plaintext. 

 

Decryption algorithm: The process in which we change Cipher 

text into plain text is known as decryption. 

 

Key: It also plays as input to the encryption algorithm. 

  

Classification of Cryptography: Cryptography can be 

classified into two key encryption groups - Symmetric and 

Asymmetric key encryption. 

                                                                                      

                                      Cryptography 

                          

   

       Symmetric                                          Asymmetric 

  

Figure-2: Classification of Cryptography 
 

Symmetric Cryptography: In the symmetric key encryption 

user uses the same key to encrypt and decrypt the data or 

information. Symmetric key cryptography is faster than the 

asymmetric key cryptography. It is used to provide 

confidentiality of the messages. The following symmetric 

algorithms such as DES, 3DES, Blow Fish, IDEA, TEA, CAST 

5, AES, RC6, Serpent, Two Fish and MARS are described in 

details according to their overview of architecture and security.
6 

 

Asymmetric Cryptography: A key can be divided into two 

parts in asymmetric cryptography, a public key and a private 

key. The public key is open to everyone and the private key 

must be kept secret. There are two main use cases of 

asymmetric cryptography secrecy and authentication. 

 

RSA: RSA is an asymmetric cryptographic which is based on 

prime numbers. This algorithm works on a public and private 

key system, the public key is available to everyone to encrypt 

the information and the person who have private key can able to 

decrypt the original information. 

 

Methodology 

In this paper we modify the RSA algorithm which is based on 

even numbers. This algorithm is helps to get the max data 

security over the network by increasing the factorization of the 

variables. In this paper we will use JAVA IDE to get the Public 

Key and Private Key. 

 

RSA algorithm: Here is the main RSA algorithm technique; In 

this first we take two different prime numbers p and q, then  
 

Calculate: n=p*q   

Calculate f(n) : f(n)=(q-1)(p-1)  

Select ‘e’ such that: 1<e<f(n) and GCD (e, f(n))=1 

After that Determine ‘d’  

e mod (f(n)) (e * d) mod f (n) = 1  

‘d’ is the private key 

 

For Encryption: Use following: C=m
e
 mod n 

Now for Decryption: To decrypt the message: M= c
d
 mod n. 

Where c= cipher text, n= p*q and d is the private key. 
 

The above is a normal RSA algorithm which is used widely for 

encrypt and decrypt the data or information. In which we use 

two prime numbers. 
 

Now below is an example where we use even numbers to 

encrypt the information. In this example first we select two even 

numbers, than calculate the value of ‘n’ by multiplying those 

variables which is n= (p*q), after that we calculate function of 

‘n’by subtracting those variable by 1(one) and multiply which is 

f(n)= (p-1)*(q-1). 
 

Than we select ‘e’ which we will use to get the ciphertext but 

the ‘e’ must be a number which is 1<e<f(n), After that we get 

public key=(n,e), than we calculate the ‘d’ which is use for 

private key so the ‘d’ multiplicative of e(mod f(n)), now we 

have private key=(n,d). After getting both keys (public and 

private key) we have to put a massage in a formula to get the 

ciphertext which is: C=M
e
 mod n. 

 

Here C= ciphertext, M=message or data. After calculating we 

get our ciphertext which is sent to network. To decrypt the 

ciphertext into original message we have: M=C
d
 mod n  

 

Here M= message or data, C=ciphertext. After calculating this 

we get the original message which is sent by the first user but 

here we are using even number so there is some changes in the 

formula to get the original message i.e. 
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M = √C
d
 mod n 

 

This process can be understood by an example which is given 

below:  
 

Example: Below is RSA algorithm where we use two even 

numbers 

First we select two even numbers and calculate n=p*q 

Which is:   n=10*12, n=120 
 

After calculating n we calculate the function of ‘n’ f(n)=(p-1)(q-

1)  

i.e. f(120) = (10-1) (12-1)=99 f (n)=99 
 

Now we select a number for ‘e’ which must be 1<e<99  

f(n) cannot be divisible by e Let e=2 
 

Select d, e(mod f(n)) which is d= 50 ,Now we have public key 

(n = 120,e = 2) Private key is (n = 120,d = 50)  
 

In the side of A; if given message m = 5 

Then Encryption of the given message can be performed like: 

C= 5
2
 mod 120 = C = 25 here ‘C’ represents cipher text which is 

sent by A to B. 
 

Now In the side of B the decryption process can be done like: 

M = 25
50

 mod 120 = 25 

So here we got the plain text M=25 which is not original 

message sent by A 

So here we apply the modified formula to calculate the message 

value i.e. 

M = √C
d
 mod n, M=√5

50
 mod 120 

 

After calculation we got plain text M=5 which is original 

message sent by the A to B 
 

Conclusion 

Cryptography plays very important role in the field of data 

security. The RSA encryption algorithm is very good encryption 

algorithm there may some disadvantages on it but many 

researchers try to reduce the drawbacks of RSA encryption 

algorithm .In this paper we use even numbers in the place of 

prime numbers in RSA encryption algorithm where we saw that 

the even number increases the data security by increasing the 

factorization of even numbers to achieve the original message 

and there may be some changes in the formula i.e. M = √C
d
 mod 

n. The complexity of the calculation of M by using the modified 

formula provides more security and also secure our data over 

the network. 
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